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Checklist and Security Test Status against “OpsRabbit”

DigiFortex tested “OpsRabbit” application and found that the below reported vulnerabilities
were fixed. The exercise was conducted in August 2026 and bug fixes were later verified in
September 2026. Checklist of threats, tests carried out against threats and status are shown
below.

S.No Checklist of Threats Status
L Agent Chat Interface — Unrestricted Access to Secrets, Pass
Credentials, and Internal Infrastructure
2. Documented Path-Safety Control Bypass - Arbitrary Local File | Pass
Read
3. Internal Dependency Disclosure via Agent Filesystem Path Pass
Bypass
4. Clickjacking Pass
5. Password Brute Force on Login Functionality Pass
6. Concurrent Login Session Allowed Pass
7. Weak Password Policy Pass
8. Excessive Session Cookie Lifetime Pass
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